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[bookmark: _GoBack]Multiple Choice Questions
Chapter 1—Information System Security: Nature and Scope

1. Every human activity, from making a needle to launching a space shuttle, is realized based on __________ fundamental requirement(s).
a. one
b. two
c. three
d. four
2. The fundamental requirements of every human activity include __________.
a. coordination and communication
b. coordination and cooperation
c. structure and division of labor
d. coordination and division of labor
3. __________ is central to all coordination and communication.
a. Structure
b. Information
c. Human activity
d. Technology
4. Information handling can be undertaken at three levels: __________.
a. Technical, legal, and formal
b. Technical, structural, and formal
c. Technical, formal, and informal
d. Technical, informal, and legal
5. When asked about an organization’s information systems and their security, most people would talk about only one kind of system: the __________ system.
a. technical
b. formal
c. informal
d. legal
6. Designing formal systems preserves not only the uniformity of action, but also the __________ of information handling.
a. integrity
b. model
c. technology
d. compliance
7. Information handling becomes cumbersome and yet increasingly important when an organization __________.
a. searches for more profit
b. lacks a formal structure
c. grows in size and complexity
d. systematically stores information
8. An increase in the size of an organization demands that a vast amount of information be systematically __________.
a. stored and released
b. stored and collected
c. released and collected
d. stored, released, and collected
9. __________ advocates adopt a process orientation and map all activities in terms of information flows.
a. Traditional organization
b. Business project
c. Business process reengineering
d. Ad hoc organization
10. Information technology computerizes all or a majority of __________, such that operations are efficient and effective.
a. information flows
b. tasks
c. structures
d. technologies
11. The __________ is the natural means to augment the formal system.
a. technical system
b. informal system
c. legal system
d. organizational system
12. In ensuring that the formal system works, people generally engage in __________ communication.
a. written
b. electronic
c. informal
d. formal
13. Differences in __________ are usually the cause of organizational politicking.
a. opinions and goals
b. opinions, goals, and objectives
c. opinions and strategies
d. opinions, goals, and strategies
14.  The behavior of informal groupings often reflects the __________ knowledge of the community.
a. tacit
b. explicit
c. formal
d. informal
15. The boundary between the formal and informal systems is best determined by the __________.
a. decision makers
b. owners
c. operational employees
d. technology
16. The technical system essentially __________ a part of the formal system.
a. completes
b. validates
c. automates
d. initiates
17. Any lack of coordination between the formal, informal, and the technical system opens the organization to a range of __________.
a. vulnerabilities
b. costs
c. investments
d. debates
18. The fried-egg analogy suggests the appropriate subservient role of the __________ system within an organization.
a. formal
b. informal
c. technical
d. legal
19. The fried-egg analogy cautions about the consequences of the __________ of the formal systems and their relationship to the informal systems.
a. decentralization
b. over-bureaucratization
c. automation
d. transformation
20. Managing information system security to a large extent equates to maintaining the __________ of the three systems—formal, informal, and technical.
a. integrity
b. model
c. technology
d. compliance
21. Managing security in an organization can ensure the __________ of the data.
a. management and coordination
b. formal and informal structure
c. confidentiality, integrity, and availability
d. volume and quality
22. Controls to limit access to buildings, rooms, and computer systems are examples of __________ control.
a. formal
b. informal
c. technical
d. legal
23. Expanding or shortening structure for managing information systems security is an example of __________ control.
a. formal
b. informal
c. technical
d. legal
24. Education, training, and awareness programs are examples of __________ control.
a. formal
b. informal
c. technical
d. legal
25. Typically an organization develops security policy based on __________.
a. sound business judgment
b. the value of the data being protected
c. the risks associated with the protected data
d. all of the above
26. Organization hierarchy is a part of __________ control.
a. formal
b. informal
c. technical
d. legal
27. Although technological controls are essential in developing safeguards around sensitive information, the __________ of such solutions is questionable.
a. effectiveness
b. efficiency
c. productivity
d. profitability
28. Increasing the __________ of security issues is the most cost-effective control that an organization can develop.
a. confidentiality
b. structural layers
c. awareness
d. integrity
29. Organizational life would be much simpler if we had to deal with only the __________ or the __________ aspects of the system.
a. formal, technical
b. formal, informal
c. informal, technical
d. legal, technical
30. Security at the formal, informal, and technical levels can be achieved by __________.
a. Confidentiality, availability, and integrity
b. Coordination, maintenance, and integrity
c. Formal, informal, and technical control
d. None of the above



Answer Key

	1. b
	7. c
	13. b
	19. b
	25. d

	2. d
	8. d
	14. a
	20. a
	26. a

	3. b
	9. c
	15. a
	21. c
	27. a

	4. c
	10. a
	16. c
	22. c
	28. c

	5. b
	11. b
	17. a
	23. a
	29. a

	6. a
	12. c
	18. c
	24. b
	30. b



